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	Consultation Response

	IGT130: Applying password protection encryption to electronic communication

	Responses invited by 03 Apr 2020

	Respondent Details
Name: Liam Gallagher
Organisation: BUUK

	Support Implementation

☐
Qualified Support


☐
Neutral




☐
Do Not Support


☐

	Please briefly summarise the key reason(s) for your support / opposition
There are several reasons why BUUK oppose this modification, 
· The Modification lacks certainty. Due to the proposer making the decision as to whether the email requires encryption or not, there is bound to be a lack of uniformity for code operations. As a result, we are unable to anticipate how many encrypted emails we will need to facilitate. The issue here doesn’t solely apply to IGTs as it is suggested some Shippers already struggle with the encryption applied through the password protection protocols. 
· The solution attempts to apply an existing mechanism for processes to a type of data. In itself creating inconsistencies but this also fails to consider existing duties and operations from parties to meet GDPR obligations. Measures can already be taken to improve communication between industry parties without the need for stringent password protection protocols.

· We ultimately believe that the modification adds no value to the code and paves the way to greater levels of uncertainty surrounding encryption. Parties should therefore rely on existing processes and trust in abilities of other parties to meet GDPR obligations until a more practical and useful solution can be brought to the table.



	Self-Governance Statement
Do you agree with the Modification Panel’s determination with respect to whether or not this should be a self-governance modification? 

We are neutral in our outlook on this matter.

	Please state any new or additional issues that you believe should be considered

N/A

	Relevant Objectives
How would implementation of this modification impact the relevant objectives?
The implementation of this modification seeks to enhance the administration and security of the mechanism by which the code proscribes protected information sent between code parties. However due to the proposer determining whether to encrypt or not this solution may not be uniformly implemented and thus cause inefficiencies by parties making resources available for emails that they will not receive. It is therefore felt that the objectives are not met from this change as the proposed solution can provide no certainty as to the impact on parties.

	Impacts and Costs
What development and ongoing costs would you face if this modification was implemented?
Due to uncertainty with regards to the scope of what will and will not be encrypted, and from whom, it is very difficult to predict development and ongoing costs if this modification is implemented. As there is no certainty, we cannot predict the levels of time and resource required to deal with the effects of this change. This isn’t just anticipated as an issue for us, but also for other IGT and Shipper parties where the inconsistency created from the proposed solution has the potential to cause issues for multiple industry parties, and thus fail to meet the intent of the change. 

	Implementation
What lead time would you wish to see prior to this modification being implemented, and why?

Should the modification be implemented, we would like to see an extended implementation period of at least 3 to 6 months in order for preparations to be put in place to deal with the encryption. This would allow IGT and Shipper operational staff to discuss with one another plans and suitable communication routes for sending such information. It should be noted however that this approach of cooperation between parties can be utilised in the world today without the need to follow strict password protection protocols that were intended for specific processes, rather than types of data.

	Legal Text
Are you satisfied that the legal text will deliver the intent of the modification?

Yes, we agree the drafted legal text meets the solution put forward.

	Further Comments
Is there anything further you wish to be taken into account?
We would like to reinforce our view that it is not the intent of the change we have issue with. We support the proposer’s intent to ensure the protection of customer data.  However, we feel that the GDPR requirements mandate such assurance and that this proposal adds nothing more. Protection of personal data is of upmost importance and should be treated thusly. However, it is not felt that the solution this change puts forward will have a beneficial effect on such arrangements. The open-ended nature has the potential to cause additional problems and inconsistencies for companies. Failing to take into account real world company operations and adherence to GDPR obligations, which require efficient and safe use of personal data. Without the need for additional steps such as those proposed by this change.
Its unfortunate that the review group which formed the basis of this change was unable to yield a better solution proposal, but that is not seen as a valid reason to continue with an approach that will do more harm than good.

	Responses should be submitted by email to iGTUNC@gemserv.com
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